Open Strategic Risks with a Current Rating of 12 or over (as at 6 January 2020)

Current
risk level

Initial Residual Existing control measures Current mitigation Target
risk level risk level date

Date of Risk Lead Source of Assuring Committee(s) Description Next
review

date

entry risk

Principal risk: 1. Failure to maintain the quality of patient services

Environmental monitoring and regular
maintenance show that the unit meets
current cleanliness standards.

Moderate

3/12/19 Risk mitigation plan in place as
described below.
The affected room air filters have been

There is a risk that the Trust will not be
© compliant with aseptic and cytotoxic drug
© -E 3 production standards due to the age and o
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There is a risk that patient care and safety may
be comprised by having duplicate patient records]
multiple records which are produced for the
same patient and by the creation of confused
[ . + " '
g (mixed up) patient records- when one patient's
€ record is overwritten with data from another
g patient's record, creating a combined, inaccurate
g E record.
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There is a risk that cyber security attacks to
*g healthcare organisations could impair the clinical
9 ‘§ = and business operations of the Trust. I
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replaced. §
One of the cytotoxic isolator fans has now g
failed and it cannot be replaced until 23rd =
Dec, so chemotherapy is being prepared in an ”
alternative aseptic isolator at BRI until then.

Full root cause analysis is currently 3/12/19 Risk mitigation plan continues. CPBS

performed and feedback given to the staff have received additional training on

relevant managers/departments. registration of patients. There has been a

Informatics DQ team and EPR PAS have significant improvement in the number of

reviewed patient registration guidelines and a|errors made. Mitigation for risk 3468 also

new registration SOP has been created. applies to this risk.

Regular engagement between Informatics DQ

Team and Operational Departments

Training Team has conducted additional ]

training to specific areas of concern 8

Bi-weekly meetings between Performance, S

Operations, EPR and Informatics, where 2

issues are raised

Informatics have developed two reports- one

that identifies potential confused records

within EPR and the other identifies duplicate

records by searching through for NHS

number .

Technical prevention via current firewall. 04 DEC 2019: Risk reviewed, score

Engagement with NHS Digital CareCert maintained. Target date for implementation

scheme in order to undertake external updated. <

security assessment and give report and a

recommendations. Regular security §

penetration testing undertaken as part of =

annual Information Governance plan.




There is a risk that patients with a mental health Liaison psychiatry service for patients who October 19
diagnosis may not be treated appropriately due have self-harmed Business case has been submitted to SLT with
to a lack in staff knowledge/awareness and SLA relating to Mental Health Act provisions, |finding made available for LD nurse and
provision of expert clinical advice (mental health) which does include scrutiny of section consideration of MH nurse going forwards.
paperwork and provision of training for staff [Secondment extended to enable focused
w0 Named nurse for safeguarding adults is a work in relation to both LD and MH.
. @ E . registered mental health nurse and provides |Additional awareness raising and training in o
° § S % § advice to wards about available support place. Risk likelihood reduced from 4 to 3. §
§ g 5 = Quality E services Further reduction of the risk is now reliant on g
= ‘g _§ = BTHFT Pharmacy Services are provided for additional substantive resources being made =
- m o
a ] BDCFT via an SLA available although considerable progress has
- Enhanced care guidance in place been made over the last 6 - 12 months.
Awareness raising sessions (including
posters, screensavers)
Treat as One Audits to identify gaps
Policies and procedures in place
There is a risk that patients may deteriorate and Regional shortages system put in place October 2019 : Due to the current Brexit
or receive suboptimal treatment resulting from a alerting Trusts to potential shortages and situation the on-going risk remains at the
% growing number of medicinal products, sourced updating on when lines will come back into  [current level.
~ § £ on contracts, showing as out of stock with I stock. IS
3 8 EE § Quality suppliers. a Regional and national contracting strategies 8
- S e a § to try to ensure multiple suppliers or each 5
) = 1] — B
) z < = product. ™
a Regional and national contracting strategies
to assist new market entry.
Principal risk: 1. Failure to in the quality of patient services, 2. Failure to recruit and retain an effective d workforce
there is a risk to delivery of Trust-wide Control Measures planned: Increase existing |3/12/19 mitigation plan continues as below.
Microbiology Service due to inability to recruit to Infectious Disease Consultant Physician's PA's [As additional microbiologist has been
Consultant Microbiologist posts, since the by 0.5 and review options for Agency within [appointed at Airedale who will be in post in
© ~ retirement of two consultants in 2015 and 2016. cap and working collaboratively with Airedale |January and will contribute to the on call
4
9 g I~ IS4 9 Microbiologists to join the OOH & on-call rota. A second locum consultant will x
3 g 2 35 Quality, Workforce 8 S |rota's. commence at BTHFT from January 20. The 8
2 § § % ! 5 3 impact of Harrogate joining the Joint Venture g
S s 3 = = with Microbiology support has been positive. =
<
gl . A Clinical Lead for Micro across the JV has
been appointedstarting in Jan 20.

Principal risk: 1. Failure to maintain the quality of patient services, 2. Failure to recruit and retain an effective engaged workforce, 3. Failure to maintain operational performance, 4. Failure to maintain financial stability,
5. Failure to deliver the required transformation of services, 6. Failure to achieve sustainable contracts with commissioners, 7. Failure to deliver the benefits of strategic partnerships




There is a risk that the haemoglobinopathy
service will be unable to fully meet the national
specification as a haemoglobinopathy centre
thereby patients receiving suboptimal care.

Full clinical review undertaken of all patients
receiving care from the service

External clinical review of the care provided

to two patients as a result of the declaration
of a serious incident

October 2019:Specialised commissioners
have confirmed recently that the service will
not be a designated specialist centre. Quality
summit meeting held which demonstrated
significant improvements. Proposal to close

Q
9 < § 9 Executive led quality summit process initiated |this risk and for the Care Group to evaluate 9
3 3 . . o o
v 8 z 3 Finance and Performance, 8 Se'r\{lce Ievel'lrr'mroveme'nt plan de\{eloped on-going clinical risks. 8
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k] clinical nurse specialist roles recruited to
Engagement with NHS England led Rapid
Response review process
Principal risk: 1. Failure to in the quality of patient services, 2. Failure to recruit and retain an effective workforce, 9. Failure to meet regulatory expectations and comply with laws, regulations and dards
There is a risk of injury to patients, staff and 1.Medical devices; 13/11/2019
others as a result of: Process for centralisation of manuals
Process in place for new medical equipment [underway as planned. Compliance review in
18taff inappropriately using medical devices entering the Trust to ensure adequate relation to NAMDET standards planned for
due to staff not receiving appropriate training training (75% of staff are trained) is Q4 2020 at which time a full risk assessment
28taff not undertaking manual handling tasks undertaken prior to release of equipment to |will be completed
correctly due to not receiving appropriate the area.
g training in manual handling techniques
B 2.Manual handling techniques;
E This risk is the amalgamation of risk 1739 &
8 3017. The Trust is currently 54% compliant with all
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All medium and high risk areas for manual
handling should have at least 1 key trainer
(local induction training, work based
competency assessments and refresher
training). | t has been identified that there is a
significant reduction in the number of valid
key trainers which is a contributing factor to
the low compliance rate for mandatory
manual handing training

The ergonomics department provides expert
advice and complex assessments for the

Principal risk: 1. Failure to maintain the quality of patient services, 3. Failure to

Failure to

in a safe envir
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5. Failure to deliver the required transformation of services,

for staff, patients and visitors, 9. Failure to meet regulatory expectations and comply with laws, regulations and standards




There is a risk that patients may come to harm
due to delays in the diagnostic pathway due to
insufficient endoscopy capacity.

3/12/19. Aplan has been developed to clear
the surveillance backlog. See control
measures for risk 3154 (operational,
administrative and performance controls)
Consultant and senior nurse review of all
Datix reports related to delays in diagnosis,

13.11.19 Mitigation plan in place and being
progressed. The clinical harm review process
is in place. At treatment all patients are
assessed for the likelihood of harm if there is
evidence of a delay in assessment of
treatment. A list of patients who have been

a safe envir
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Principal risk: 1. Failure to maintain the quality of patient services, 3. Failure to maintain operational performance, 8. Failure to
Failure to meet regul y exp and ply with laws, regulations and standards
There is a risk that we are not fully compliant
with revised regulatory requirements for
ventilation within theatres leading to an
increased risk of infection.
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for ventilation improvement work in
collaboration with Divisional Leads, including
new builds or refurbishments of clinical
departments as necessary.

Assurance reports to Divisional Governance
to ensure risks and mitigating actions are
monitored regularly

Reports provided to Executive Team and
Board

Risk assessment, Clinical incident reports and
audit of C Sections undertaken (by exception)
in Mat theatre 2 and results reported through

and subsequent clinical review to evaluate identified as potentially being harmed as a g

harm to patients result of a delay are reviewed through QUOC a

Application of Trust Incident policy where on a monthly basis. >

harm is identified A weekly efficiency meeting also takes place o

Trust Quality Oversight System with the endoscopy team to review waiting

Appointment of additional colorectal times, demand and capacity management

consultant post (approved by BoD) and performance recovery.

for staff, patients and visitors,

Planned validation and inspections of all 14/11/2019

departments which fall under the remit of Task and finish group completed work

HTM 03 programme, paper submitted to and

All reports from validation & inspection approved by SLT describing a 15 year

noted through Ventilation Steering Group programme of replacement, to ensure all

and Trust IPCC. areas are compliant with the HTM standards.

Microbiology air sampling undertaken for any [ The mitigation described in the individual risk

aseptic areas with failed ventilation (i.e. assessments of area remains in place whilst

theatres, interventional radiology etc.) the programme is delivered. The

Any failed reports escalated by Estates to effectiveness of this mitigation is monitored

Divisional Leads to allow local risk through the Ventilation Group, and within

assessment and risk mitigation actions Care groups as required. °

Estates department planned testing, §

validation and maintenance programme -

Estates department to develop business case %
o

Principal risk: 1. Failure to

in the quality of patient services, 4. Failure to maintain fina

ial stability




3260

25/06/2018

Holden, John

Escalated from Governance Committee

Finance and Performance,
Partnerships, Quality

There is a risk that there is:

@ lack of understanding of the full depth and
breadth of clinical and medical service
interactions and dependencies with Airedale
Foundation Trust (AFT):

oA lack of understanding regarding the
underpinning agreements or arrangements in
place for clinical and medical service
interactions with AFT.

@ lack of understanding about the financial
impact of the clinical and medical service
interactions the trust has with AFT.

These 3 issues result in the following areas of
risk:

*Risk that without full understanding of the
depth and breadth of clinical and medical
interaction, BTHFT capacity and resources are
not used efficiently

sfVhen in collaboration discussions with AFT, risk
that BTHFT does not have full understanding of
its leverage regarding the clinical and medical
support it provides

*Bossibility there are clinical/medical governance
arrangements and agreements in place that are
not fit for purpose, leading to potential clinical

31/12/2019

e@linical and medical services have a range of
existing agreements and arrangements
(including financial) in place for work that is
carried out with AFT which have evolved
organically.

*Risk has been discussed at EMT level with
awareness of relevant senior staff including
DCDs and DCMs.

21/11/2019

The production of a joint clinical strategy, and
the work being undertaken to create this by
the end of December, should make the
interdependencies clearer. There continues
to be a risk that areas where AFT is struggling
have not yet surfaced, and that these areas
become a focus of the programme, this is
being addressed between the two respective
chief executives.

Principal risk: 1. Failure to

in the quality of patient services, 8. Fail

lure to maintain a safe envir

for staff, patients and visitors, 9. Failure to meet r

3288

27/09/2018

Shannon, Sandra

Escalated from Integrated Risk Register Review Meeting

Health and Safety

There is a risk that the Trust’s management of
clinical waste will be non-compliant with health
care waste management legislation which will
result in harm to patients, staff, reputation and
the environment following the cessation of the
external clinical waste management solution

31/01/2020

g g
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y expectations and comply with laws, regulations and dards

*BPRR responsiveness to changing national  [3/12/19 Mitigation plan continues. No

picture further response from NHSI. A recent

sMoving & handling and Infection Prevention |internal Audit report showed significant

and Control core training for all staff involved |improvement in waste management

in waste managed processes. A number of recommendations

*Buite of SOPs/method statements with were made which will be managed through

training developed and logistics tested the Trust waste control group.

*Bront opening 770 waste carts used for ease

of removing bags following M&H assessment

ePersonal Protective Equipment provided and

mandated for all staff involved in required

changes in practice I

@l storage locations risk assessed and 3

mitigation identified. Control measures can g

be in place within an hour %

sBhternal communication strategy agreed and
can be implemented immediately

sPolicies including waste, H&S, IPC, Moving &
Handling, contamination policies published
for all staff

eBEnmunisation status of all individuals
required to handle clinical waste to support
storage verified

sBnhanced pest control measures in place
where storage containers are located

eBVaste ( Anatomical Waste, Cytotoxic Waste,

Medicinal/Pharmaceutical Waste, Sharps and




Principal risk: 3. Failure to maintain operational performance

There is a financial and reputational risk to the
Trust following the deferral of Joint Advisory
Group on Gastrointestinal Endoscopy
(JAG)accreditation.
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There is a risk that staff not following or being
able to follow the correct process for recording
activity or patient pathway steps on EPR which
results in incorrect or missing information will
cause;
Delays to treatment.
Sharing incorrect information with patients.
Using incorrect information to make decisions
about patient care.
3 ¥
3 5 e Patients attendin, intl t g
3 3 ° g unnecessary appointments. S
% o o . g
3 § g s Quality g
a 5 § Staff anxiety from being unable to prevent or fix E
e = errors.
S [
Admin or clinical time spent correcting errors.
Loss of income from missing or un-coded
activity.
Reputational harm from reporting inaccurate
data / performance.

Principal risk: 4. Failure to maintain financial stability

Low

*The Service has implemented a working
group to respond to the key actions- on line
to deliver

*Got agreed action plan led by COO, to
validate and provide working patient tracking

3/12/19. Interview is planned for 6/12/19 to
appoint an additional consultant
gastroenterologist. Approval has also been
given to open a sixth endoscopy room and
undertake additional sessions to clear the

list. surveillance backlog. g

*An action plan is in place to address the §

failure to meet JAG targets. The AP is to be S

implemented in 3 -6 months. «

(A separate risk assessment is being

undertaken to assess the risk to patients from

extended waiting times).

Knowledge and training — induction training [3/12/19. Increase the operational capacity

has been partially updated following learning [and ability to correct and prevent errors at

from errors but SOP’s and reference source.

materials require review. Some “how to” 3/12/19 Aninitial proposal for improving the

videos, guides and additional SOP’s produced |operational responsiveness discussed at the

for additional support. EPR DQ improvement delivery group and

with Directors of Ops. Proposal to be

Issue resolution —focus is on correcting at reviewed at next Ops SLT (12/12/19) The

source but the existing model has several proposal will then be escalated to Trust SLT

gaps, particularly the operational knowledge |for approval of funding.

needed to do this but also the central

capacity to deal with existing volume of °

enquiries and corrections. There is a multi- S

department meeting every two weeks which g

reviews issues and themes. This supports the %
o

change prioritisation process and provides
updates for knowledge and training, whilst
also taking corrective action wherever
appropriate.

Oversight —some KPI are in place; used
within weekly and monthly performance
meetings to highlight areas of concern but
broader suite of measures under
development via the MBI dashboard review.

DQ error clearance — where errors are not




There is a risk that the Trust has insufficient cash
& liquidity resources to sustainably support the
underlying Income & Expenditure run rate

MAY 19:

1. The cash & liquidity position is managed
and monitored by the cash committee with
updates provided to the Finance &
Performance Committee.

2. Curtailment of the Capital programme in

OCT 19: The mitigations remain in place to
protect the cash and liquidity position. The
Trust is currently forecasting a 'best case'
delivery of the control total, but current run
rates require an improvement to deliver the
planned liquidity rating and projected cash

3 e 2019/20 to limit the cash outlay (if required) |balance. The recovery plans expected early
9 ,-GEJ § 9 o 3. Continued sourcing of cash releasing November will determine the level of 9
. 3 5 '.g 3 E efficiencies assurance/next steps. 3
§ g i @ Finance and Performance E % 4. Additional measures taken to improve AUG 19: The mitigations remain in place to g
S g g a s financial control in the immediate and longer |protect the cash and liquidity position. The a
é g' term Trust is currently forecasting a 'best case'
© 5. Updated reporting arrangements to delivery of the control total.
Finance & Performance Committee on the
cash and liquidity, with trajectories and
projections signposting risks and generate
corrective action
There is a risk that the options available to BTHFT #The financial risk in 2019/20 of not On-going engagement and workshops with
with regard BHFML carry a degree of financial establishing BHFML in 2019/20 could impact |Unison to explore and jointly develop and
risk which pose a risk to the delivery of the Trusts the income and expenditure position by up to |evaluate the alternative options
Financial Plan £8.2m Regional and National engagement with
eThe Trust Board of Directors is fully sighted [regulators and the ICS to determine the
3 on the risks associated with the current financial arrangements
P o = o status of the Project P
> § £ E § % oA three month pause has been instigated to §
ﬁ E i s Finance and Performance E § evaluate the proposals tabled by Unison with E
a g § a s an expectation these will be reviewed by the a
:g = Board of Directors in January 2020
eUpdates on progress will be provided to
each intervening meeting of the Board of
Directors and Major Projects Committee
There is a risk that the Trust Fails to maintain MAY 19: OCT 19: The Trust has delivered its financial
financial stability and sustainability in the current 1. The introduction of the Care Group plan for Quarter 1 and is projecting a 'best
economic climate with the Trust facing a Structure with associated accountability and |case' delivery of the control total. The current
" continued financial challenge associated with performance management framework run rates pose a challenge to this position, as
g cost inflation, increased demand for services and (inclusive of budgetary management such and in addition to existing measures,
}E Commissioner affordability. framework) recovery plans have been requested (by early
g ‘g 2. Continuation of Finance and Performance [November) from all Care Groups and
g -% "% g % Oversight Committee (Task & Finish Group) |Departments forecasting on off plan position g
§ g s la’? Finance and Performance S g until new performance management g
® =3 g = Rl o arrangements are embedded. k<]
N £ & b 2 3.2019/20 Bradford Improvement b=
:\? % Programme governance and project
g
8

management arrangements

4. Standing Financial Instructions, Scheme of
Delegation, internal financial control
environment




There is a risk that IT software licensing changes
result in a significant cost pressure to the Trust.

Moved software products to a more
streamlined architecture in order to minimise

04 DEC 2019: Revised risk assessment
completed. Score reduced further due to

y expectations and comply with laws, r
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Principal risk: 7. Failure to deliver the benefits of strategic partnerships
There is a risk that decisions of WYHP and/or
WYAAT lead to enforced actions which the Board
. might consider are not in the best interests of
£ the local patient population, or which could
é impact adversely on BTHFT
~ £ - operations/finance/service viability and so a
o 8 = g hinder delivery of clinical &
2 < = g Partnerships inder delivery of clinical strategy. g
™ o (7] o -
3 < 5 S
N ° 5 WYHP: West Yorks & Harrogate Health & Care ™
o Partnership
g WYAAT: West Yorks Assoc of Acute Trusts
Principal risk: 8. Failure to maintain a safe envir for staff, patients and visitors, 9. Failure to meet regul.
There is a risk of injury to interventional
radiology and cardiac catheter lab staff using
diagnostic X rays due to them exceeding the new
legal limit (2018) for radiation dose to their eye.
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the risk and reduce costs. revised licensing agreements in place. Paper §
to de escalate the risk to divisional register to §
be received at next IGRC. <
(22]
BTHFT contributed to the development of the [21/11/2019
original STP and has been actively
represented on various governance groups  |The vast majority of conversations with the
(eg STP Leadership Forum, WYAAT CBUs have taken place, regarding the WYAAT
Committee in Common) policy/professional |clinical strategy work. The lines to take from
groups (eg Medical Directors Group, the CBUs has been amalgamated into a aQ
Directors of Finance Group) and in the document, which will help inform the internal S
formulation and monitoring of programmes |exec meeting and the SLT meeting with E
of work (eg Chair of West Yorks Cancer WYAAT on 19 December. It has been agreed Q
Alliance Board) etc. that Mel Pickup, the Trust's chief executive,
will sit on the System Oversight and
Assurance Group, which will help to mitigate
this risk.
| and standards
All staff working with radiation undertake 3/12/19 3/12/19: Monthly eye dose
mandatory radiation protection trainingto | measurements are now available for most
ensure that the amount of radiation used is |staff who are monitored from Jan to Oct
as low as reasonable practicable and that 2019. Doses continue to be generally lower
they make full use of shielding and PPE and  |than in 2018 which suggests doses for the
maximize their distance from the x ray source (whole of 2019 (and therefore risks) are likely
where ever practicable to be less than in 2018. Despite this all the
risks previously listed remain possible. Some
Shielding includes; fixed lead glass and lead  |staff are still not complying with all
ply protective screens, ceiling suspended lead [recommended measures made to them to
Perspex screens, mobile lead screens, couch [reduce eye dose. Radiology & Imaging CBU
suspended lead curtains, lead arm boards. management e-mailed relevant staff o
g
PPE includes; lead glasses (issued to classified 5
staff), thyroid shields and lead aprons. %
o~

(5 staff have been designated as classified
workers, and undergo regular medicals with
occupational health).

Eye doses are continually monitored and staff
are regularly made aware of their eye dose.
Radiation physics staff visit the departments
to ensure that staff are wearing dose meters
correctly and observing good radiation
practice and dose optimisation.

Principal risk: 9. Failure to meet regul y exp

q

ions and comply with laws, regulations and ds




3068

15/03/2017

Shannon, Sandra

Legal requirement

Health and Safety

There is a financial, reputation and safety risk as
the Trust is non-complaint with the Carriage of
Dangerous Goods Regulations 2009.

31/01/2020

Moderate

All relevant departments within the Trust
have been made aware of the serious
breaches identified above.

Corporate health and safety committee have
been made aware of the November 2016
report and a task and finish group is to be set
up.

There is an progress report going to the
Health and Safety Committee on the 17th
December regarding the completed actions
from the November 2018 Dangerous Goods
Annual Audit by the Health and Safety Sub
Groups.

4/12/19 Risk mitigation plan continues. The
Trust appointed Dangerous Goods Safety
Advisor (DGSA) conducted the 2019 Audit
mid-November and the Trust is currently
awaiting this report. This will be submitted to
the Health and Safety Committee for
approval and sent to the health and safety
sub groups to complete the associated action
plan.

31/07/2018




