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Open Strategic Risks with a current rating of >=12 (Grouped by Principal Risk) as at 4th September 2019

ID Date of 
entry

Risk Lead Source of 
risk

Assuring 
Committee(s)

Description Next 
review 
date

Initial risk 
level

Residual 
risk level

Existing control measures Current mitigation Target 
date

Current 
risk level
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There is a risk that the Trust will not be 
compliant with aseptic and cytotoxic drug 
production standards due to the age and 
condition of the current aseptic and 
cytotoxic facility. The most recent MHRA 
inspection resulted in a "Major" non-
compliance finding. However, the inspector 
was very close to grading this as a "critical" 
non-compliance. It is possible, if the state of 
the production facility is not drastically 
improved in advance of the next inspection, 
a "critical" non-compliance will be issued.  
This is likely to result in restrictions on the 
variety and number of products which can be 
made in the facility (including aseptic and 
cytotoxic medications and parenteral 
nutrition) compromising patient care. Worst 
case scenario, the manufacturer's specials 
licence would be put at risk or even revoked 
entirely, this is a significant risk to the 
reputation of BTHFT and would likely put a 
halt to any current clinical trials requiring 
aseptic medication, and prevent new trials 
being initiated at BTHFT.
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Environmental monitoring and regular 
maintenance show that the unit meets 
current cleanliness standards. 

8/7/19 Development of the business case is 
progressing.  The Director of Pharmacy is also 
in discussions with Airedale about a potential 
joint unit.  The national view, which will be 
referenced in the business case, is for trusts 
to collaborate to provide these units.  
There is also a potential for providing a 
service to other Trusts and be a source of 
income for the organisation.

31
/0

1/
20

20

Hi
gh

32
40

15
/0

5/
20

18

Sh
an

no
n,

  S
an

dr
a

Es
ca

la
te

d 
fr

om
 G

ov
er

na
nc

e 
Co

m
m

itt
ee

Quality

There is a risk that patients may suffer 
clinical harm as a result of a process failure in 
the RTT pathway. This has arisen as staff are 
not following the correct processes within 
EPR when recording the next steps in a 
patient pathway which means that patients 
may not have the appropriate outcome and 
follow up. The patients appear on the Non 
RTT process failure list.  
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The patient cohort has been identified. It is 
the responsibility of Corporate Access Team 
to review the non RTT process failure list and 
implement the appropriate actions including 
updating EPR and moving the patient onto 
the correct workflow so the next steps in 
pathway can be implemented. The current 
rate of clearance is insufficient to meet the 
number of weekly additions to the list which 
requires further remedial action. 

5/8/19 A daily outpatient PTL has been 
develop.  The access team are  reviewing the 
validation process to increase productivity on 
working and to target the right areas.  Data 
quality issues are being escalated to the DQ 
improvement emerging issues group. 
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Principal risk: 1.  Failure to maintain the quality of patient services
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There is a risk of patient harm due to non-
compliance with the Safety Standards for 
Invasive Procedures in a non-theatre 
environment.
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Compliance with National Safety Standards 
for invasive procedures [NatSSIPs]

Implementation of local Safer Procedures 
Policy [BradSSIPs]

Development of speciality checklists and 
SOP’s

Raising awareness of risks and impact 
through a Quality Improvement 
collaborative.

July 2019-All procedures across the 
organisation have now been reviewed, the 
majority of procedures have a checklist in 
place and work being completed on the 
outstanding areas. Quality Improvement 
collaborative implemented to improve the 
safety of invasive procedures by driving the 
implementation of NatSSIPS using recognised 
quality improvement methodology.   31
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There is a risk that cyber security attacks to 
healthcare organisations could increase. 
Health records and healthcare providers are 
at risk of cyber attack as demonstrated in 
recent examples. This could potentially 
impair the clinical and business operations of 
the Trust.
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Current firewall.  Engagement with NHS 
Digital CareCert scheme in order to 
undertake external security assessment and 
give report and recommendations. Regular 
security penetration testing undertaken as 
part of annual Information Governance plan.

01 SEP 2019: Risk reviewed, score 
maintained. Target date for implementation 
updated.
15 Aug 2019: Risk reviewed, score 
maintained due to continued threats posed. 
All actions underway. 31
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There is a risk that patients with a mental 
health diagnosis may not be treated 
appropriately due to a lack in staff 
knowledge/awareness and provision of 
expert clinical advice (mental health)
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Liaison psychiatry service for patients who 
have self-harmed
SLA relating to Mental Health Act provisions, 
which does include scrutiny of section 
paperwork and provision of training for staff
Named nurse for safeguarding adults is a 
registered mental health nurse and provides 
advice to wards about available support 
services
BTHFT Pharmacy Services are provided for 
BDCFT via an SLA
Enhanced care guidance in place
Awareness raising sessions (including 
posters, screensavers)
Treat as One Audits to identify gaps
Policies and procedures in place

August 19:
Staff member now seconded to help on part 
time basis. Business case been developed to 
consider substantive post holder, to be 
reviewed August 19. In addition over the last 
3 months we have been seeing significant 
delays in transfer to acute MH IP facilities - 
leading to increased pressure on limited 
resources. Proposed that likelihood of risk is 
increased to 4
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Principal risk: 1.  Failure to maintain the quality of patient services, 2.  Failure to recruit and retain an effective engaged workforce
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there is a risk to delivery of Trust-wide 
Microbiology Service due to inability to 
recruit to Consultant Microbiologist posts, 
since the retirement of two consultants in 
2015 and 2016.
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Control Measures planned: Increase existing 
Infectious Disease Consultant Physician's PA's 
by 0.5 and review options for Agency within 
cap and working collaboratively with 
Airedale Microbiologists to join the OOH & 
on-call rota's.

8/07/19 -The current mitigation plans to 
support the Microbiology service have been 
planned as detailed below 

3 consultants are to support the service - 1 
who is a substantive consultant at BTHFT and 
2 locums . 
1 locum consultant will support the service 
from 13.05.19 until 02.08.19
2nd Consultant will support the service from 
the 30.04.19 with no end date and will give a 
month’s notice prior to leaving rota which 
the trust will reciprocate as courtesy.

A 7 day rota has been arranged with the 
team until the end of July 2019 supporting 
the trust both in hours and out of hours. The 
out of hours service is  a consultant delivered 
service for urgent and complex calls related 
to life threatening infection and all calls must 
be authorised by patients consultant prior to 
the Microbiologist being contacted unless 
exceptional circumstances, calls from 
Foundation doctors are not expected.
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There is a risk that following the resignation 
of four Consultants within the Infectious 
Disease services together with 2 current 
vacancies within the Microbiology Service 
that from wc 13-05 2019 that the service 
cannot function in its current form.  This will 
impact on the following areas  Consultant 
Medical cover to ward 7 and outlying 
wards,outpatient clinics, HIV, OPHAT and the 
backfill to Microbiology, including the AMU 
on call and weekend rota.

There are currently 6 WTE funded 
substantive consultant posts between HIV/ 
ID and Microbiology, and additional 0.5 WTE 
Funded post from ACU.  There are 2.0 WTE 
current vacancies within Microbiology.
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Meeting planned 14.02.19 to discuss 
microbiology service arrangements 
BG/SS/PM/BW/SH attending.
Email sent to CPBS Booking team to notify 
them of the current situation. 
Replacement Business Case completed for:
Dr Robinson – Approved submitted for 
advertisement NHS Jobs  – requested for 
advert to go out to BMJ – costings for this 
request be arranged 
Recruitment approval submitted to the 
finance team for 3 consultants.
Retire and Return for Dr McWhinney to be 
agreed.
Locum recruitment has been submitted. 
Locum for ID/Microbiology secured for 3 
months commencing May 2019 Dave Allison.
Dr McWhinney to have a conversation with 
potential Reg delivering clinics for the TB 
service under the supervision of Dr Hall 
Respiratory. 

7/8/19. A medium term support plan has 
been implemented and a longer term 
workforce model is being developed which is 
less reliant on consultant staff. 14/5/19 A 
detailed action plan has been agreed and is 
being progressed. Communications have 
been sent out internally and to 
commissioners/ GPs to inform of the new 
arrangements in place. 

31
/0

5/
20

19

Ex
tr

em
e

Principal risk: 1.  Failure to maintain the quality of patient services, 2.  Failure to recruit and retain an effective engaged workforce, 3.  Failure to maintain operational performance
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There is a risk that the service will be unable 
to fully meet the national specification as a 
haemoglobinopathy centre thereby patients 
receiving suboptimal care. 

30
/0

9/
20

19

Hi
gh

Hi
gh

Full clinical review undertaken of all patients 
receiving care from the service
External clinical review of the care provided 
to two patients as a result of the declaration 
of a serious incident
Executive led quality summit process 
initiated
Service level improvement plan developed
Clinical specialist expertise and advice 
secured for more complex patients
clinical nurse specialist roles recruited to
Engagement with NHS England led Rapid 
Response review process

August 2019:Response submitted to peer 
review on the 10/07/2019, approved action 
plan to be monitored through specialised 
services contract meetings. Service review 
taking place with network centre[LTHT]the 
first meeting in September 2019.
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There is a risk that due to the lack of 
appropriate training, situations involving 
violent and aggressive patients requiring the  
de-escalation or ultimately restraint will not 
be managed effectively or safely resulting in 
harm to patients and/or staff
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•	All security staff receive 4 day certified 
physical intervention training and ongoing 
annual refresher. 
•	At policy development Physical intervention 
training was developed, however no funding 
has been identified to deliver
•	Police can be utilised to assist with a 
physical intervention (risk to life).
•	Due to a lack of nominated Physical 
Intervention Coordinators, a member of the 
clinical team should lead the physical 
intervention due to their knowledge of the 
patient. (see NPSA alert action)
•	Enhance care collaborative work lead by 
Assistant Chief Nurse (Quality and workforce) 
focusing on 1:1 care which will incorporate 
the management of clinically related 
challenging behaviour and training
•	Conflict resolution training received has 
been reviewed against standards and is now 
compliant, this does not address existing 
staff

Task And Finish Group had to be cancelled 
due to unforeseen circumstances but regular 
meetings with Head of Non-Clinical Risk and 
Safeguarding Lead and Security to review the 
current policy and look at an action plan 
outside of the Task and Finish Group.

17/7/2019, Further task and finish group in 
August to pull all the actions together and 
focus on training provisions.
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Principal risk: 1.  Failure to maintain the quality of patient services, 2.  Failure to recruit and retain an effective engaged workforce, 9. Failure to meet regulatory expectations and comply with laws, regulations and standards

Principal risk: 1.  Failure to maintain the quality of patient services, 2.  Failure to recruit and retain an effective engaged workforce, 3.  Failure to maintain operational performance, 4.  Failure to maintain financial stability,                                                                             
5.  Failure to deliver the required transformation of services, 6.  Failure to achieve sustainable contracts with commissioners, 7.  Failure to deliver the benefits of strategic partnerships

Principal risk: 1.  Failure to maintain the quality of patient services, 2.  Failure to recruit and retain an effective engaged workforce, 8. Failure to maintain a safe environment for staff, patients and visitors,                                                                                             
9. Failure to meet regulatory expectations and comply with laws, regulations and standards
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Health and Safety, 
Workforce

There is a risk of injury to patients, staff and 
others as a result of:

1	Staff inappropriately using medical devices 
due to staff not receiving appropriate 
training
2	staff not undertaking manual handling 
tasks correctly due to not receiving 
appropriate training in manual handling 
techniques

This risk is the amalgamation of risk 1739 & 
3017.
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1.	Medical devices;

Process in place for new medical equipment 
entering the Trust to ensure adequate 
training (75% of staff are trained) is 
undertaken prior to release of equipment to 
the area.

2.	Manual handling techniques;

The Trust is currently 54% compliant with all 
areas of practical manual handling training 
including new clinical staff and update 
sessions. 

15/8/2019
Actions being completed as per schedule by 
the task and finish group. centralisation of 
manuals due for completion early Q3. 

15/5/2019
task and finish group meeting-clear action 
plan developed to mitigate risk requiring 
minimal resource. will ensure compliance 
with NAMDET standards. due for delivery by 
30/9/2019.
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There is a risk that we are not fully compliant 
with revised regulatory requirements for 
ventilation within theatres leading to an 
increased risk of infection.
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Planned validation and inspections of all 
departments which fall under the remit of 
HTM 03.  All reports from validation & 
inspection noted through Ventilation 
Steering Group and Trust IPCC. 
Microbiology air sampling undertaken for 
any aseptic areas with failed ventilation (i.e. 
theatres, interventional radiology etc.) .  Any 
failed reports escalated by Estates to 
Divisional Leads to allow local risk 
assessment and risk mitigation actions.  
Estates planned testing, validation and 
maintenance programme.  Assurance reports 
to Div. Governance to ensure risks and 
mitigating actions are monitored regularly.  
Reports provided to Executive Team and 
Board.  Risk assessment, Clinical incident 
reports and audit of C Sections undertaken 
(by exception) in Mat theatre 2 and results 
reported through Div. Governance and IPCC.  
Review and risk assessment of theatre usage 
completed so that high risk procedures 
undertaken in theatres with compliant 
ventilation. Risk assessment of Interventional 
radiology completed. 

8.4.2019 A trust wide IPCC report has been 
compiled and received by EMT, outlining a 
number of areas of challenges and concerns 
in respect of ventilation systems and 
adherence to HTM guidance. a task and 
Finish Group has been established to develop 
options to address the concerns, including 
individual risk assessments of each area of 
concern. further recommendations will be 
made to IGRC in relation to the mitigation at 
a local level at the May meeting.  Estates 
department  to develop business case for 
ventilation improvement work in 
collaboration with Divisional Leads, including 
new builds or refurbishments of clinical 
departments as necessary. 31
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Principal risk: 1.  Failure to maintain the quality of patient services, 3.  Failure to maintain operational performance, 8. Failure to maintain a safe environment for staff, patients and visitors,                                           9. Failure to meet regulatory 
expectations and comply with laws, regulations and standards

Principal risk: 1.  Failure to maintain the quality of patient services, 4.  Failure to maintain financial stability
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Performance, 

Quality

There is a risk that there is:

•	A lack of understanding of the full depth 
and breadth of clinical  and medical service 
interactions and dependencies with Airedale 
Foundation Trust (AFT):
•	A lack of  understanding regarding the 
underpinning agreements or arrangements 
in place for clinical and medical  service 
interactions with AFT.
•	A lack of understanding about the financial 
impact of the clinical  and medical service 
interactions the trust has with AFT.
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•	Clinical and medical services have a range 
existing agreements and arrangements 
(including financial) in place for work that is 
carried out with AFT which have evolved 
organically.
•	Risk has been discussed at EMT level with 
awareness of relevant senior staff including 
DCDs and DCMs. 

27/08/2019 - The programme continues to 
progress well, with the first meeting 
regarding the collaboration in oncology and 
haematology having taken place. Work to 
progress the strategy has continued, and 
work on what a single service model looks 
like was carried out at the steering group in 
August. A further clinical summit is planned 
for October. These next steps should help to 
address the risk by creating a better 
understanding of the interdependencies, and 
helping to formalise the governance around 
these interdependencies in individual 
specialties. 
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Health and Safety

There is a risk that the Trust’s management 
of clinical waste will be non-compliant with 
health care waste management legislation 
which will result in harm to patients, staff, 
reputation and the environment following 
the cessation of the external clinical waste 
management solution
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•	EPRR responsiveness to changing national 
picture
•	Moving & handling and Infection Prevention 
and Control core training
•	Suite of SOPs/method statements with 
training developed and  logistics tested
•	Front opening 770 waste carts
•	Personal Protective Equipment provided 
and mandated
•	All storage locations risk assessed and 
mitigation identified.
•	Internal communication strategy agreed 
•	Policies published for all staff
•	Immunisation status of all individuals 
required to handle clinical waste verified
•	Enhanced pest control measures in place
•	Hazardous Waste stored  internally under 
lock and key, 
•	External compounds fenced off with 
controlled access
•	All radioactive waste decayed sufficiently 
under lock and key
•	Double bagging and separate swan neck tie 
of individual waste bags
•	Anatomical waste to be labelled to HTA 
standards to enable traceability
•	Definition of storage area characteristics 

	R i  f t  t  b  it  

15/8/2019 Mitigation plan continues to be in 
place, national issues associated with 
ongoing waste management and duty of care 
explored with legal advice. waste 
management contingencies managed 
effectively during industrial action.
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Principal risk: 1.  Failure to maintain the quality of patient services, 8. Failure to maintain a safe environment for staff, patients and visitors, 9. Failure to meet regulatory expectations and comply with laws, regulations and standards

Principal risk: 2.  Failure to recruit and retain an effective engaged workforce, 3.  Failure to maintain operational performance
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Major Projects, 
Workforce

The risk of service disruption resulting from 
Trade Unions balloting members to 
recommend the commencement of industrial 
action as a result of the Foundation Trust 
Board of Directors approving the decision to 
create a Wholly Owned Subsidiary for the 
provision of Estates and Facilities services.
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"The development of a comprehensive 
Programme Management structure to 
include a detailed communications plan that 
will ensure continued engagement with key 
stakeholders, staff groups and staff side 
representatives throughout the development 
phase.
The development of a resilience/business 
continuity plan in the event of planned 
industrial action"

AUG 19: - Gold and Silver Command and 
Control in place prior to, during and post the 
period of industrial action.  Lessons learnt 
from each period collated and operational 
plan updated to strengthen resilience and 
business continuity.
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Major Projects, 
Workforce

The risk of reputational damage as a result of 
the Foundation Trust progressing with the 
proposal to create a Wholly Owned 
Subsidiary to provide Estates and Facilities 
services.
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The development of a comprehensive 
Programme Management structure to 
include a detailed communications plan that 
will ensure continued engagement with key 
stakeholders, staff groups and staff side 
representatives throughout the development 
phase.

AUG 19: Continued engagement with staff, 
Unions, key stakeholders and the media 
providing updates on progress and 
responding to specific requests
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Finance and 
Performance, 

Quality

There is a financial and reputational risk to 
the Trust following the deferral of Joint 
Advisory Group on Gastrointestinal 
Endoscopy (JAG)accreditation pending the 
completion of key actions for the Endoscopy 
unit.
Following revisit, all key actions achieved 
except the Trust is unable to provide waiting 
time data. The Trust has been unable to 
provide DMO1 data since implementation of 
EPR. 

Validated data has been sent to JAG however 
the Trust has not demonstrated compliance 
with agreed waiting times. 

Risks to the organisation are;
•Financial, failure to achieve best practice 
tariff.  
•Reputational, loss of reputation 
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•The Service has implemented a working 
group to respond to the key actions- on line 
to deliver
•Got agreed action plan led by COO, to 
validate and provide working patient tracking 
list. 
•An action plan is in place to address the 
failure to meet JAG targets. The AP is to be 
implemented in 3 – 6 months. 
(A separate risk assessment is being 
undertaken to assess the risk to patients 
from extended waiting times). 

14/8/19 Mitigation plan continues.  An 
additional colorectal consultant post has 
been approved which will provide 1/3rd of 
the additional capacity required to bring 
waiting times to an acceptable standard. A 
second business case is in development for a 
consultant endoscopist which will provide 
the remaining 1/3rd additional capacity 
required.  However, further analysis is still 
required to understand the impact on 
waiting times if an additional consultant is 
not available.  
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Principal risk: 2.  Failure to recruit and retain an effective engaged workforce, 7.  Failure to deliver the benefits of strategic partnerships

Principal risk: 3.  Failure to maintain operational performance

Principal risk: 4.  Failure to maintain financial stability
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Finance and 
Performance

The Trust has insufficient cash & liquidity 
resources to sustainably support the 
underlying Income & Expenditure run rate
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MAY 19:
1. The cash & liquidity position is managed 
and monitored by the cash committee with 
updates provided to the Finance & 
Performance Committee. 
2. Curtailment of the Capital programme in 
2019/20 to limit the cash outlay (if required)
3. Continued sourcing of cash releasing 
efficiencies
4. Additional measures taken to improve 
financial control in the immediate and longer 
term 
5. Updated reporting arrangements to 
Finance & Performance Committee on the 
cash and liquidity, with trajectories and 
projections signposting risks and generate 
corrective action

AUG 19: The mitigations remain in place to 
protect the cash and liquidity position.  The 
Trust is currently forecasting a 'best case' 
delivery of the control total. 
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Finance and 
Performance

Failure to maintain financial stability and 
sustainability in the current economic 
climate with the Trust facing a continued 
financial challenge associated with cost 
inflation, increased demand for services and 
Commissioner affordability.
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AUG 19: The Trust has delivered its financial 
plan for Quarter 1 and is projecting a 'best 
case' delivery of the control total. The Care 
Group Performance Review meetings are 
now in place and are supplemented by 
weekly CIP meetings with each CBU (Jointly 
chaired by the Chief Operating Officer and 
Finance Director)

AUG 19: The Trust has delivered its financial 
plan for Quarter 1 and is projecting a 'best 
case' delivery of the control total. The Care 
Group Performance Review meetings are 
now in place and are supplemented by 
weekly CIP meetings with each CBU (Jointly 
chaired by the Chief Operating Officer and 
Finance Director) 31
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Finance and 
Performance

There is a risk that since the 2010 the 
enterprise agreement with licensing bodies 
which was paid for centrally has been 
devolved to Trust level. There is also a risk 
around concurrent EPR licenses, clarification 
from the supplier has been sought.
The financial risk is considerable and lies with 
the Trust. 
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Moved software products to a more 
streamlined architecture in order to 
minimise the risk and reduce costs.

02 SEP 2019: Licence discussions with vendor 
are in the final stages and will be concluded 
imminently 
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Principal risk: 7.  Failure to deliver the benefits of strategic partnerships



Board of Directors:  12.9.19
Agenda Item:  Bo.9.19.9 and Bo.9.19.11
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Partnerships

There is a risk that decisions of WYHP and/or 
WYAAT lead to enforced actions which the 
Board might consider are not in the best 
interests of the local patient population, or 
which could impact adversely on BTHFT 
operations/finance/service viability and so 
hinder delivery of clinical strategy.

WYHP: West Yorks & Harrogate Health & 
Care Partnership
WYAAT: West Yorks Assoc of Acute Trusts
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BTHFT contributed to the development of 
the original STP and has been actively 
represented on various governance groups 
(eg STP Leadership Forum, WYAAT 
Committee in Common) policy/professional 
groups (eg Medical Directors Group, 
Directors of Finance Group) and in the 
formulation and monitoring of programmes 
of work (eg Chair of West Yorks Cancer 
Alliance Board) etc.

27/08/2019
An initial discussion regarding nine 
specialties, where Robin Jeffrey and WYAAT 
believe there is the greatest scope for 
reconfiguration/collaboration, took place on 
22 August at an SLT time out. This will be 
part of a process followed to ensure that the 
Trust is clear about its position in each 
specialty. Further engagement with clinicians 
and CBUs will also take place to help to 
mitigate the risk that decisions are taken 
which aren't in the best interests of the local 
population.
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Health and Safety

There is a financial, reputation and safety risk 
as the Trust is non-complaint with the 
Carriage of Dangerous Goods Regulations 
2009. 
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All relevant departments within the Trust 
have been made aware of the serious 
breaches identified above.

Corporate health and safety committee have 
been made aware of the November 2016 
report and a task and finish group is to be set 
up.

15/9/2019
The risk continues to be managed by the 
Health and safety committee. a significant 
programme of work particularly in relation to 
COSHH has commenced following an internal 
audit. all specialist groups (ie gases/sharps 
etc) now are managing the actions to ensure 
compliance with legislation. Target date 
changed to reflect timescales of action from 
the latest TDGA audit.
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Principal risk: 9. Failure to meet regulatory expectations and comply with laws, regulations and standards


	Datix listing report

